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The ABB Group
ABB is a global leader in power and au-
tomation technologies that enable util-
ity and industry customers to improve 
their performance while lowering envi-
ronmental impact.

ABB Safety Systems
Over the past 30 years, ABB has suc-
cessfully delivered and installed safety 
systems in more than 55 countries 
worldwide. We work hard with end-
users to maintain and evolve existing 
installations, thereby maximizing cus-
tomer value and ensuring safe plant 
operation throughout the safety sys-
tem lifecycle.

The Power of Integration
The potential and the power of inte-
gration lies in what can be achieved 
when information is made available, in 
context, to all of the devices, systems 
and individuals responsible for con-
trolling, maintaining and managing 
production.

ABB’s integrated approach to safety and 
control is yielding more cost effective 
safety system (SIS) implementations 
while delivering significant operational 
benefits. ABB’s System 800xA archi-
tecture offers the flexibility of hosting 
both safety and process critical control 
applications in the same controller or 

on separate hardware if desired.

Either way, the user gains many of the 
same integration benefits, including 
common operator interface and engi-
neering tools, plant-wide sequence-
ofevents (SOE) lists for consolidated 
root cause analysis, as well as central-
ized historian and data archiving.

Join the Discussion
Safety impacts many areas of plant
operations including profitability, 
security, operator effectiveness and 
availability to name a few. Visit ABB’s  
Process Automation Insights blog to 
join the conversation.

Sponsor overview

http://www.abb.com/
http://www.controleng.com/
http://www.processautomationinsights.com/
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By Matt Luallen
Companies that de-
cide to undertake a 
cyber security pro-
gram often falter right 
out of the star ting 
blocks because they 
don’t  begin by ad-
dressing some of the 
most basic concepts 
of security. Without 
that knowledge it is 
impossible to plan, 
and without a plan, 
the results will be hap-
hazard at best and will 
likely make things worse. A sensible 
approach needs to begin with a basic 
understanding of what vulnerabilities 
may exist in your systems. Such an 
analysis is conceptually straightfor-
ward, but it can get complex in practice 
if not executed well. In most situations 
it is painful because companies often 
discover that the situation is worse 
than they thought.

One of the first steps is to determine 
what security standard(s) or guidance 
you need to be addressing. There are 
a few possibilities with a history of ad-

dressing control system components, 
such as NERC CIP-005, CIP-007, INGAA, 
CPNI, and DHS CFATS. Your industry 
and the nature of your processes will 
guide this decision. You might think 
that choosing a standard is too “high-
altitude” when what you really want to 
do is go out and start buying firewalls, 
but consider this analogy: Let’s say you 
want to build a food processing plant, 
so you want to use sanitary practices. 
If you don’t know how groups like 3-A 
and the FDA have established sanitary 
practices, there’s little chance you will 
end up with a facility that will pass in-

spection. The same goes 
for plant safety systems. 
You can fix some obvious 
hazards, but eventually 
you need the guidance 
that a standard gives.

Next, you need to con-
vince yourself that vul-
nerability assessment 
is not an event. It is a 
process that goes on 
constantly. You need to 
think about it every day 
because your systems 
are not static, nor are 

the threats. Plug yourself into informa-
tion feeds from cyber security groups, 
beginning with the DHS ICS-CERT. This 
will help keep you up-to-date and sug-
gest directions for your own analysis.

A painful process
Probably the part of the process that 
companies find the most painful, physi-
cally and psychologically, is taking an 
inventory of all your cyber assets, how 
they’re connected, and how they’re 
programmed. This can be a monu-
mental task if you don’t have much 
documentation or what you have isn’t 

Cyber security vulnerability assessment
The first step in creating an effective defense is figuring out where the vulnerabilities are.  
This is a difficult but necessary process, and it never ends.

Industrial Cyber Security Vulnerability Assessment by Matt 
Luallen at DePaul University, Chicago, Illinois.

http://www.abb.com/
http://www.controleng.com/
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current. But it means everything:
• Servers
• Network switches
• User terminals
• Desktop and laptop PCs
• PLCs and controllers
• Terminal racks
• Wireless transmitters and receivers
• Mobile devices on the network, and
• Everything else.

Once you’ve found all those devices, 
document what software is installed on 
each, and how they’re interconnected. 
Yes, it may be a huge job, but it is ab-
solutely necessary.  This includes not 
just servers like file, database, print, and 
web but also applications like Microsoft 
Word and even system firmware. Once 
compiled, your documentation must 
be updated every time you change 
anything, including software patches 
and updates. Otherwise, there is no 
possible way you will be able to block 
all the points that a creative hacker 
might find.

In a perfect world, this shouldn’t be a 
significant undertaking at all, because 
all of this would already exist and be 
up-to-the-minute. However, I’ve never 
seen it. No company has everything 
complete and current, so don’t think 
you’re alone.

Performing this process is easier if you 
have a plan:

Talk to your people—The individuals 
who work with your networks may be 
very familiar with specific parts of your 
systems, and may have some ideas of 
where vulnerabilities exist. Make sure 
your discussions don’t turn into inter-
rogations if you want cooperation. Also 
make certain that you have a process in 

place to keep all of this documentation 
protected. The last thing you want is to 
perform the vulnerability analysis and 
have this information end up in the 
wrong hands.  

Review your documentation—Any-
thing is better than nothing. Even out-

As this chart illustrates, vulnerabilities are at the center of security discussions. 
In some situations, users move from vulnerability assessment to penetration 
testing, where engineers try to take advantage of the vulnerabilities they 
discover and actually see if they can be exploited. Penetration testing is more 
involved, and is risky to perform on operating systems. Courtesy Cybati

http://www.abb.com/
http://www.controleng.com/
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dated and incomplete diagrams can 
serve as a starting point and be revised.
Review device configurations—This 
can be a very tedious process, but you 
need to know all the software that’s 
running in your facility, down to the re-
vision level. Finding the answer may be 
difficult in situations where the code in 
a particular area or machine is from an 
OEM or system integrator. Such a third-
party supplier might not want to di-
vulge that information, although more 
are beginning to understand the need 
for it in this context. This exercise might 
be a good time to get rid of things that 
shouldn’t be there, like that MP3 player 
installed on a control room terminal.

Trace wires—Buy some kneepads and 
start crawling around under tables 
and looking behind racks. You need 
to see where the connections are, and 
what connections might exist that you 
don’t know about. There are all sorts of 
reasons why somebody thought tying 
various devices together was a good 
idea, and you need to find them.

Analyze network traffic—When you 
see how things are really interacting 
on your networks, it can alert you to all 
sorts of things. You need to know what 
is talking to what, because these com-
munication channels need to be con-
trolled and directed. Where does this 
VPN go? What new channels needed to 
be created when we changed owner-
ship?

Analyze wireless traffic—While you 
can trace wires, wireless can go any-
where. Begin by determining how 
many and which frequencies you’re 
using. Bluetooth, 802.11, Zigbee, 900 
MHz, and more are possibilities. This is 
especially critical since breaking into 
your network may require nothing 
more than buying the same kind of 
wireless repeater someone installed to 
replace damaged wiring. 

Once your documentation gets into 
better shape, test yourself. Get out in 
the plant and run audits to see if the 
diagram matches reality. If the diagram 
says five connections should be com-
ing out of that switch, why are there 
six? Pick a cable and make sure you can 
find it on the plan. Does this firewall 
have the correct rules installed? If you 
flunk any of those tests, you need to 
take a hard look at the work so far.

Approaching process
safety systems
Digital safety systems present their 
own specific challenges. You want to 
ensure that they achieve their goal of 
monitoring the state of the controlled 
environment. It is very critical to make 
certain that the cyber, physical, and op-
erational controls are separated from 
the basic process control system. This 
normally means separating safety logic 
within the controlled environment by 
giving this capability its own system 
and controls network. This simple re-

sponsibility may require your team to 
purchase separate technician tools, 
laptops, network cabling, and hard-
ware.

Ultimately the risk is that the basic 
control system and the digital safety 
system can be manipulated simultane-
ously. Carrying out this kind of attack 
successfully may require a trusted 
insider that can obtain specific infor-
mation about the facility’s systems and 
setpoints. On the other hand, it may 
simply require identifying a single vul-
nerability in one vendor’s equipment if 
the safety systems and control systems 
are provided by the same vendor and 
operate on the same network.

Security is about trustworthiness so 
you can handle threats and unknown 
vulnerabilities. Safety is about ensuring 
the correct system state and managing 
defined risk. This equates to two differ-
ent trust levels and thereby different 
security tolerances. You will need to 
perform your own business risk analy-
sis and identify whether entirely sepa-
rate cyber, physical, and operational 
controls make financial sense or if you 

http://www.abb.com/
http://www.controleng.com/
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need to combine the functionality in 
the hopes of reducing costs while ac-
cepting the additional risks.  

The next level
More sophisticated analysis can begin 
once your documentation is in order. 
Look at your systems and ask yourself 
some questions:

What processes and tools can operate 
manually? What happens if you are 
subject to an attack or other system 
failure? Do you have the possibility to 
run anything independently in manual 
mode? If you’re stuck in a degraded 
situation, that ability can be the differ-
ence between continuing to produce 
and being shut down completely.

How many of your systems share in-
frastructure? Are you networked more 
tightly than you should be? Keeping 
some separation between parts of the 
plant or production units can help iso-
late problems and minimize the effects 
of an intrusion.

How “flat” is your security? If 
you have a remote terminal at 
a location that is normally un-
manned, the level of physical 
and cyber security at this loca-
tion should probably be higher 
than it is for the control room 
within your plant. The level of 
security should reflect the po-
tential for intrusion.

What security weaknesses are baked 
into various devices within your plant? 
There are likely many devices on your 
networks that have little protection on 
their own. PLCs have default passwords 
and even hard-corded passwords, all 
the solutions implemented by a vendor 
may use the same architecture for each 
client (even down to the MAC address), 
or data exchanged via clear text. If 
those can’t be changed, such devices 
will require extra network protection.

Look at your systems with the idea of 
trying to make something malfunction 
or break on purpose. Can you force a 
valve to open or close? Can you make a 
pump start when it shouldn’t? If a hack-
er is trying to break into your plant, this 
is the kind of thing that could happen.
Can a less critical (and less protected) 
system serve as a gateway to some-
thing important? Look at how various 
systems are interconnected. A low-
level system may have little protection 
because the possibility of causing may-

hem is small. While that is appropriate, 
you have to make sure the low-level 
system cannot offer the means to infil-
trate something more critical.

Industrial realities
Engineers who work in IT environments 
look at industrial networks and usually 
ask why we don’t use some basic secu-
rity techniques common to office and 
commercial systems. The fact is that 
much industrial equipment is pretty 
weak. If a hacker can reach a PLC, it’s 
probably a soft target. That means 
our networks have to be hardened at 
multiple levels; otherwise, someone 
breaking through a perimeter will have 
little trouble moving around and caus-
ing problems, potentially even placing 
someone’s life at risk.

This is one of the reasons why knowing 
your networks inside-out is so impor-
tant. You have to be able to out-think 
a hacker, finding possible weaknesses 
and fixing them before someone on the 
outside can take advantage of an open-
ing. You’ll never be completely secure, 
but with some coordinated efforts, you 
may be able to stay one step ahead.

Matt Luallen is founder of Cybati, a cyber 
security training and consulting organi-
zation, and is a frequent contributor to 
CFE Media.
us-cert.gov/control_systems/ics-cert/

cybati.org

http://www.abb.com/
http://www.controleng.com/
http://www.us-cert.gov/control_systems/ics-cert/
https://cybati.org
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Security, compliance, change converge
By Nicholas Sheble
“After Hurricane Katrina, 90% 
of the companies that were not 
fully operational within three to 
five days were out of business 
within a year,” said Brian Ahern 
Wednesday during a discussion 
on disaster recovery.

The “backup, restore, and recov-
ery” (BURR) of a facility’s control system 
is of paramount importance to maintain 
continuity of production and, indeed, 
the survival of the company itself, Ahern 
said during the webcast “What You Need 
to Know about Automation Systems 
Management and Operational Continu-
ity” broadcast by Industrial Defender.

Because of the significant changes 
in the ICS (industrial control system) 
threat landscape, the complexity of 
operational systems, the increase in 
the number of field devices, and the 
networking of information systems, the 
Internet, and other infrastructures, the 
load has become too much for opera-
tions staff who need to devote their ef-
forts to their production assets.

BURR should be moved offsite to secure 
data centers, said Ahern, president and 
chief executive at Industrial Defender. 
“These types of backup and disaster 

recovery services help ICS profession-
als maximize plant uptime by enabling 
rapid recovery from unforeseen events, 
by meeting compliance mandates, and 
by reducing security exposures.”

In the event of a disaster, whether it is 
cyber or physical, how will the company 
move forward, how will it survive and 
prosper? Ahern said the questions to 
ponder include: Is your control system 
and data backed up? Do you have a 
BURR – a backup, restore, and recovery 
plan? Is your BURR unified or vendor 
specific? How do you ensure daily suc-
cessful backup? Is your BURR strategy an 
operational technology (OT) or informa-
tion technology (IT) responsibility?

Operational technology involves pro-
duction automation systems like ABB, 
Siemens, and Honeywell while in-
formation technology is associated 
with products like Oracle. “OT is IT 

with consequences,” Ahern 
said. “Automation systems 
are more complex, you need 
increased security, and there 
are compliance requirements 
that dictate play.”

The point is, your BURR must 
handle all the above questions 
and ensure critical operational 

information is preserved and readily 
available for recovery. BURR provides 
backup and disaster recovery of critical 
automation system data from clients, 
servers, and other devices unique to 
the control system environment in-
cluding select intelligent electronic de-
vices (IEDs); human machine interfaces 
(HMIs), engineering workstations, and 
remote terminal units (RTUs).

The concepts and practices Ahern 
speaks of are gaining traction in the 
control systems business particularly 
those associated with the critical infra-
structure industry sectors like power & 
utilities, oil & gas, chemicals, and others 
that are attractive targets for mayhem, 
sabotage, terrorism, and profitable cy-
ber intrusions.

Nicholas Sheble (nsheble@isssource.com) 
is an engineering writer and technical 
editor in Raleigh, NC.

Warehouse destroyed by Katrina.

http://www.abb.com/
http://www.controleng.com/
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By Gregory Hale 
Process control and safety systems 
have always had one word in common:  
Separation. They were always separate 
and independent of each other. The 
safety system would be 
ready to kick in and take 
action no matter what 
the condition of the pro-
cess control system.

These days safety stan-
dards and certification 
requirements have changed. So have 
approaches to the design and imple-
mentation of safety systems – a fact that  
affects not only the replacement of 
aging systems, but also the selection 
of safety and control systems in new 
facilities.

Traditionally, the required Safety Integ-
rity Level (SIL) came through complex 
system architectures that emphasize 
redundancy and isolation from process 
control systems.

But that approach creates a different 
set of issues that affect not only safety 
but also operating costs, which is a  
key factor in today’s lean economic 
climate.

It’s harder for operators to do their job 
when they need training on multiple 
interfaces. When process states are 
changing quickly and operators most 
need instant access to information, 

it may be difficult to identify the rel-
evant data in a timely manner, said Luis 
Duran, product marketing manager for 
safety systems at ABB.

“I believe in technology, but I also be-
lieve in the function of people,” Duran 
said. “It’s important to consider the 
human element in the design of safety 
systems. You can have an instance of 
operators working to reduce pressure 
in a vessel when the safety system kicks 
in. So the pressure may drop, but the 
operators may not have any idea if it’s a 
result of their actions or something the 
safety system did.”

One approach that can ease all the 
issues operators face is an integrated 

safety and process control. In such a de-
sign, the safety system works indepen-
dently of the process control system, 
but has been designed specifically to 
allow high levels of visibility and under-

standing to be delivered to 
operators through the con-
trol system interface.

The concept isn’t new; but 
it is often misunderstood.

“There can be confusion 
about what this really means,” Duran 
said. “It doesn’t necessarily mean you’re 
mixing process control and safety. 
You’re maintaining the independence 
of each system. There are still two inde-
pendent layers of protection. But it’s a 
functional independence.”

An integrated safety system includes:

• A process control system designed to 
enable integration through such fun-
damental features as open standards.

• A safety system designed and certi-
fied according to the functional safety 
standards and best practices – that 
feeds data seamlessly to the process 
control system.

Inroads for integrated safety

“I believe in technology, but I also believe 
in the function of people. It’s important 
to consider the human element in the 

design of safety systems.”

http://www.abb.com/
http://www.controleng.com/
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• Field devices and instrumentation 
built around open standards for im-
proved flexibility, effective bidirec-
tional movement of data and reduced 
system life cycle costs.

• Built-in intelligence to present all data 
to operators through a single interface 
in a way that increases their visibility, 
knowledge and control.

• Testing, validation and finally certifi-
cation to all necessary standards.

“From the operations standpoint, the 
operator can monitor what’s happen-
ing in the regular process control and, 
when a situation arises that calls for 
some kind of action, he can look for 
a holistic solution,” Duran said. “You 
can take action before it becomes a 
safety issue. And if it does become a 
safety issue, you have more ability to 
keep track of safety mitigation as it is 
happening.”

There are other advantages as well. 
One is cost. An integrated safety sys-
tem can be less expensive to own and 
operate. Another is in engineering. A 
common engineering environment for 
the process and safety systems simpli-
fies the work engineers do.

It reduces training costs and expenses 

related to problem solving between 
disparate systems, and may improve re-
sponse time when troubleshooting. Of 
course the safety components of such 
an engineering environment must also 
follow the standards and adhere to the 
design, testing, validation and certifica-
tion of the safety system.

Duran said the degree of integration is 
flexible. The end-user can decide how 
much separation to maintain between 
safety and process control, Even if a 
user utilizes fully segregated systems, 
they can achieve functional benefits.

“As safety systems get replaced, or as 
new projects are developed, there is an 
opportunity to decide how you want to 
address safety in your operation – not 
just today but for the next 20 years,” 
Duran said. “With an integrated safety 
system, the strategy is very simply to 
provide an operating environment that 
runs better at less expense for a longer 
period of time.”

Gregory Hale is the Editor and Founder 
of Industrial Safety and Security Source, 
ISSSource.com. 

http://www.abb.com/
http://www.controleng.com/
http://www.isssource.com
https://www.youtube.com/user/ABBProcessAutomation?v=U8b6dYiK9G0&lr=1
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By Gregory Hale
Profit is the one word any manufactur-
ing enterprise wants to be associated 
with, especially during these difficult 
economic times. 

Profit center, profitable enterprise, 
profit-making product, all 
phrases that would heap 
praise on any manufacturer 
and keep them running – 
and growing. 

One way to ensure any man-
ufacturer keeps its profit-
ability viable is to eliminate 
any unplanned downtime 
to allow for the maximum 
potential for increased pro-
ductivity. That is why a solid 
safety and security profile 
is mandatory these days. 
With safety becoming a 
more important factor with 
the complexity of processes 
increasing and the level 
of sophistication in cyber 
attack capabilities ratchet-
ing upward seemingly on 
a month-to-month basis, 
for manufacturers to hike 
uptime, and therefore pro-
ductivity, it is imperative 

they embrace a solid safety and secu-
rity plan.

If the present threat reports and past 
exploits are not enough to convince 
end users, then maybe some statistics 
will. 

Proof in Numbers
The industry is losing $20 billion a year 
in preventable safety and security in-
cidents, which translates to $6 million 
lost a day. 

One report from Symantec shows in-
vesting in multiple layers of se-
curity to protect endpoints and 
the data stored on them pay off 
in mitigating cyber attacks and 
reducing downtime. 
The cost scenario sounds famil-
iar: Would a company want to 
spend money up front on a so-
lution or would they rather pay 
a much larger cost later? The 
survey said any breach can be 
quite costly, much more than 
the price of a security solution.

Organizations that invested in 
stronger defenses and trained 
its  employees to be more 
aware were in a better posi-
tion to stop or survive attacks, 
the study showed. “Top tier” 
organizations were 2.5 times 
less likely to experience a major 
cyber attack, and 3.5 times less 
likely to experience downtime 
compared to other enterprises, 
a Symantec report said.

Safety, security a profit center

http://www.abb.com/
http://www.controleng.com/
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Organizations with higher scores re-
ported using various layers to protect 
their assets, or defense in depth. Nearly 
all of the organizations in the top tier 
conducted awareness training for staff. 
Top-ranked organizations invested in 
tools to prevent unauthorized copying 
of data to and from peripheral devices 
such as USB drives, deployed safe-
guards including encryption, access 
control and reputation-based security.

The policies and practices of the top 
tier responders differed sharply to 
those who ranked in the bottom tier, 
the report said. 

Lacking Security 
Less than half of the organizations in 
the bottom group reported being cur-
rent with all operating system and ap-
plication updates, and roughly half had 
considered encryption, access control, 
data loss prevention and reputation-
based security technologies. Only a 
fifth of their physical assets, including 
desktops, laptops and mobile devices, 
have virus and spyware protection, 
and only a tenth of virtual systems had 
protection. 

The bottom tier organizations did 
not train employees on security best 
practices as often. These organizations 
were likely to suffer heavier losses after 

a successful cyber attack, the report 
found.

The facts don’t lie: Bottom tier organi-
zations suffered 2,765 hours in down-
time, compared to the 588 hours suf-
fered by the top-ranked organizations. 
Cyber incidents cost organizations 
$558,000 in revenue losses, $480,831 
in brand damage, $366,301 due to 
compliance fines, and $174,309 in lost 
productivity, the survey found.

Safety is similar. Companies considered 

best-in-class, according to an Aberdeen 
study, had:

• 5% higher overall equipment effec-
tiveness
• 4% less unscheduled downtime
• Significantly fewer injuries (1 in 2000 
employees versus 1 in 111 employees 
annually)
• Less repeat accidents (0.2 percent ver-
sus 2.4 percent) compared to industry 
average manufacturers.

A 1 or 2 percent decrease in injuries 
has significant impact on productivity, 
which has a positive impact on the bot-
tom line and translates into millions of 
dollars saved. That can go straight to 
the bottom line.

Each year, 6,000 employees in the 
U.S. alone die from workplace injuries 
while another 50,000 die from illnesses 
caused by exposure to workplace 
hazards, according to the Occupa-
tional Safety and Health Administration 
(OSHA). On top of that, 6 million work-
ers suffer non-fatal workplace injuries 
at an annual cost to U.S. businesses of 
more than $125 billion. 

Safety, Security Connection
In today’s plant environment, there 
needs to be an interconnected rela-
tionship between safety and security. 

http://www.abb.com/
http://www.controleng.com/
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People and machines need to be able 
to work together and learn from each 
other. Running the most efficient state 
of the art technology is vital, but just as 
important is the human touch.

Humans and technology have individual 
roles in the production process, and each 
is a rung in the ladder that safely and se-
curely climbs to new levels of success in 
the plant operation. Increasing produc-
tivity by eliminating unplanned down-
time, and allowing for greater produc-
tion to enhance profitability is the goal.

Each rung adds an additional layer of 
protection capable of building a safe, 
secure and profitable operation. 

The objective of a safety system is to 
keep potential hazards for people and 
the environment as low as possible by 
using the proper equipment, without 
restricting production, and operator 
interaction. 

The goal is to find an unsafe failure be-
fore it contributes to an accident. But 
the catch is to use safety systems only 
when they are needed because they 
are designed to shut down the process. 
Safety cannot suffer from segregation. 
The causes of danger and also the tech-
nical measures to avoid that danger 
can vary widely. 

Safety serves a two-fold purpose. The 
first is the most important and most 
obvious: Protecting people, the plant 
and the surrounding area. Secondly, 
and just as important for the manufac-
turer, existing safety standards neces-
sitate innovations for reducing cost 
pressures and maintaining productiv-
ity. Productivity can only increase with 
engineered solutions on a network, 
including safety.

In one approach, sending safety signals 
over the same network as other data 
helps trim costs while eliminating the 
need for dedicated safety buses. By 
putting everything on the same net-
work, there is a substantial reduction in 
the cost of engineering, operating and 
maintenance. 

That is just one approach, but just how 
does a manufacturer get to a true safe-
ty environment? That really depends 
on the entry point and what level of 
safety the manufacturer is currently 
employing. Other aspects are if it is a 
greenfield plant compared to brown-
field. There are quite a few different 
approaches to take depending on the 
manufacturer’s process.

For designing safety there needs to be 
a risk assessment, which is a sequence 
of steps that allow hazards to go under 

the microscope for a systematic inves-
tigation. If needed, a risk reduction 
procedure follows the risk assessment. 
Using this process, it is possible to cut 
out as many hazards as possible and 
apply solid protective measures. After 
estimating the risks, a risk evaluation is 
a part of an iterative process to achieve 
safety. In this case, the manufacturer 
will make a decision on whether it is 
necessary to reduce a risk. If the manu-
facturer wants to reduce the risk even 
further then it will need to enact suit-
able protective measures. After that 
decision, there needs to be another risk 
assessment to see if they achieved the 
goals.

In addition to applying structural mea-
sures, risk reduction can also occur 
using safety-relevant control functions. 
The user needs to follow specific re-
quirements when implementing these 
control functions, which graduate ac-
cording to the magnitude of the risk. 

In the process world, IEC 61511, a 
HAZOP (Hazard and Operability study) 
or process hazard analysis (PHA) is a 
way to evaluate the risk. 

In addition, there is a monetary issue of 
fines, and more, as a result of not meet-
ing regulatory compliance.
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Likewise for Security
When it comes to security, there is very 
little difference in the starting point. A 
manufacturer should begin with a risk 
assessment to understand what and 
where weaknesses prevail. 

After assessing the existing systems, 
the user should then document poli-
cies and procedures, train personnel 
and contractors, segment the control 
system network, con-
trol access to the sys-
tem, harden the com-
ponents, and monitor 
and maintain system 
security. That process 
is part of developing a 
true defense in depth 
program.

Part of that defense 
in depth approach in-
cludes, improved user 
administration, role-based access, 
increased use of encryption, intrusion 
detection, application whitelisting 
technology, and further use of tech-
nologies such as firewalls.

All users will have to understand one 
very important difference between a 
safety solution and a security program. 
A safety solution will go up and stay 
for a period of time with only required 

maintenance. A security program is a 
dynamic changing environment that 
is effective one day and may need to 
change in a month. No one solution will 
totally shut down an attack, but a lay-
ered approach and constant vigilance 
can hold attackers at bay. 

Team Approach
The catch with safety and security is 
everyone needs to work together, in-

cluding different departments within 
the organization. It is not just about the 
technology or the engineering, rather 
it is a mindset that encompasses differ-
ent technologies and disciplines.

Within a plant, safety and security 
should be top of mind for everybody. 
Whether it is the operators, the IT 
group, engineers, the executive suite or 
the maintenance shop, they all have to 

be involved. 
The idea of IT and the controls group 
working together is becoming more of 
a reality these days, but the old issue 
still remains: Each has to understand 
what the other does. 
In addition, the safety and security 
message has to come from the top. 
Plant management needs to make it 
a priority. They have to make sure the 
people have the tools, whether it is 

technology or work pro-
cesses.

As it is with any type of 
safety or security solution 
or implementation, people 
remain the key element. 
The human element is 
pervasive. Let’s face it, in 
safety, and especially secu-
rity, change management 
becomes crucial. Everyone 
at the plant needs to em-

brace safety and security and have it 
become part of the company’s DNA.  

Without fail, employees need to go 
through training so they clearly under-
stand the need for vigilance and know 
what steps they need to take in any 
kind of safety or security situation. 

For security, procedures range from 
 basics such as not pasting passwords 
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on monitors to not plugging in USB memory sticks found in 
the work environment. 

Accomplishing Benefits
Addressing human and technical aspects are necessary steps 
toward securing any type of network. There may need to be 
a few extra steps, but there can be benefits like the capability 
of implementing better applications for process safety.

Safety and security need a champion at all levels in the orga-
nization. At the executive level all the way down to the plant 
floor and everywhere in between, safety and security needs 
to become a state of mind, not just something you need to 
do, but something that just comes naturally. But challenges 
remain. 

Manufacturers for the most part have embraced safety, but 
there are more changes brewing. The idea of safety and the 
automation system working on the same network is a con-
stantly evolving scenario. Some understand it is the future 

and offers a completely safe environment. While others op-
pose it saying safety needs to be separate. 

Security has its challenges also. In a world with targeted at-
tacks against industrial control systems like Stuxnet, Duqu, 
Flame , Night Dragon, and Shamoon to name a few, more 
manufacturers are coming to the realization they are vulner-
able and need a defense in depth program. However, a vast 
majority remain steadfast in thinking they will never suffer 
an attack. They view security as a cost center. 

That sense of thinking, while understandable in today’s cost-
cutting environment, is unfortunate because as the numbers 
show, the manufacturer that practices solid safety and secu-
rity techniques will end up increasing uptime, productivity 
-- and profitability. 

Gregory Hale is the Editor and Founder of Industrial Safety and 
Security Source, ISSSource.com. 
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The rocky relationship  
between safety and security
Best practices for avoiding common cause failure 
and preventing cyber security attacks in Safety Systems

1 Why do we care about 
safety (and security)?
A report published by Aberdeen Re-
search in November 2011 (Ismail, 2011) 
indicates that despite the difference in 
motivations, Best-in-Class companies 
must establish a formalized risk man-

agement strategy and ingrain safety as 
part of the culture through executive 
leadership. One of their drivers is to 
manage and reduce the adverse event, 
in other words to avoid Impact on 
Health, Safety and Environment while 
staying productive and in compliance 
with regulation and recognized best 

engineering practices. Does Security 
deserve similar consideration?
Safety and Security had received a lot 
of attention in recent years. James Rea-
son, in his book Human Error (1990), 
applied the concept of safety barri-
ers which describes the isolation be-
tween the hazard and its consequence 

WHITE PAPER

Abstract: An industry practice reflected in the in-

ternational safety standards (i.e. IEC 61508) is the need 

for independence among the multiple protection layers 

on an industrial site “…the EUC control system shall be 

independent from the E/E/PE safety-related systems 

and other risk reduction measures…” however even 

the 1st generation of digital Safety Systems (Electronic/

Programmable Electronic Systems) had communication 

ports with support for open protocols (i.e. Modbus RTU) 

in order to provide diagnostics and other information 

relevant for the operation of process (EUC).

Users have connected (interfaced) safety systems to 

BPCS since mid 1980s and aimed to develop tighter con-

nectivity at least since 1995. These efforts were based on 

proprietary protocols until the adoption of open network 

protocols and Windows on industrial control systems in-

creased the connectivity to business systems and at the 

same (at least in theory) exposed them to the same issues 

(virus, cyber attacks, etc).

This paper will discuss the methods used to ensure that 

the integration between the safety system and the BPCS 

DO NOT compromise Functional Independence and de-

fine best practices to secure an industrial system and in 

particular safety systems in this integrated environment.
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as slices of Swiss cheese, where the 
risk controls of people, plant and pro-
cesses are shown as slices of cheese 
with holes representing the failures or 
weaknesses in each of the protective 
barriers in place. In such a model, the 
coincidental failure of several barriers 
designed to prevent the event escalat-
ing to a major outcome is shown as the 
holes in the barriers lining up to give 
clear line of sight to allow the escala-
tion. The model show no single failure 
ever caused a major accident and as 
exemplified in Texas City, Deepwater 
Horizon, and many others; such cata-
strophic events can always be traced 
to multiple failures either in plant, 
people or processes. (Whewell, 2012) 

As one of these multiple barriers, safety 
instrumented systems, which are digi-
tal systems and often connected to a 
network, there is a real concern that a 
targeted cyber attack can disable or af-
fect its performance, causing or simply 
creating the opportunity for a major 
incident. These concerns have been 
proven real by a series of incidents tar-
geting industrial sites and reported pe-
riodically on the media and specialized 
blogs (http://www.isssource.com/ ).
 
This paper will discuss the methods 
used to ensure that the integration be-
tween the safety system and the Basic 
Process Control Systems (BPCS) DO 
NOT compromise Functional Indepen-

dence and define the best practices to 
secure an industrial system and in par-
ticular safety systems in this integrated 
environment.

2 Definitions 
To ensure a common understanding, 
this paper will start by defining safety 
and security 

2.1 Safety 
Multiple sources, including Inter-
national Safety Standards (i.e. IEC 
61508, IEC61511/ISA 84) define Safety 
as freedom from unacceptable risk 
of physical injury or of damage to 
the health of people, either direct-
ly or indirectly as a result of damage 
to property or to the environment. 

In order to control process hazards 
and to achieve an acceptable level of 
risk, process operators have the choice 
of being protected from the event or 
from the exposure to the event. On the 
automation front, Safety Instrumented 
Systems can be use both for protection 
from or mitigation of the exposure. 

Functional Safety is the part of the 
overall safety of a system or piece of 
equipment that depends on the sys-
tem or equipment operating correctly 
in response to its inputs, including the 
safe management of unintentional but 
likely operator errors, hardware failures 
and environmental changes.

2.2 Security
Computer-based systems (gener-
ically referred to as programmable 
electronic systems) are being used 
in all application sectors to perform 
non-safety functions and, since the 
1980’s, to perform safety functions.  It 
is the extended use of programmable 
electronic systems and the need for 
integration that has brought cyber 
security concerns to the plant floor. 

As defined in the standard  (ISA) and 
in the context of this document, se-
curity means the prevention of illegal 
or unwanted penetration, intentional 
or unintentional interference with the 
proper and intended operation, or in-
appropriate access to confidential in-
formation in industrial automation and 
control systems.  Electronic security (cy-
ber security), the particular focus of ISA 
99 standard, includes computers, net-
works, operating systems, applications 
and other programmable configurable 
components of the system.

2.3 Different Aspects of the Same 
Problem
Safety focuses on the potential result of 
an occurrence defined as a risk.  Mean-
ing something is identified as a Safety 
problem if there is an unacceptable 
risk of damage to people, property or 
the environment.  A Security problem 
is independent of the result of the ac-
tion. A Security problem refers to illegal 
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or unwanted penetration, interference 
with proper operation or inappropri-
ate access to confidential information 
regardless of motivation (intentional or 
unintentional) or consequence (result).

3 Why the increased  
emphasis on security?
As indicated in the security standards  
(ISA), several trends contribute to the  
increased emphasis on the security of 
industrial automation and control  
systems:

a) In recent years there has been a 
marked increase in malicious code 
attacks on business and person-
al computer systems. Businesses 
have reported more unauthorized 
attempts (either intentional or un-
intentional) to access electronic 
information each year than in the 
previous year.

b) Industrial automation and control 
systems are moving toward COTS 
operating systems and protocols 
and are interconnecting with busi-
ness networks. This is making these 
systems susceptible to the same 
software attacks as are present in 
business and desktop devices.

c) Tools to automate attacks are 
commonly available on the Inter-
net. The external threat from the 
use of these tools now includes  

cyber criminals and cyber terrorists 
who may have more resources and 
knowledge to attack an industrial 
automation and control system.

d) The use of joint ventures, alliance 
partners, and outsourced services 
in the industrial sector has led to 
a more complex situation with re-
spect to the number of organi-
zations and groups contributing 
to security of the industrial auto-
mation and control system. These 
practices must be taken into ac-
count when developing security 
for these systems.

e) The focus on unauthorized access 
has broadened from amateur at-
tackers or disgruntled employees 
to deliberate criminal or terrorist 
activities aimed at impacting large 
groups and facilities.

The adoption of industry standard 
protocols such as Internet Pro-
tocol (IP) for communication be-
tween industrial automation and 
control systems and field devices  
h a s  i n t r o d u c e d  a d d i t i o n a l 
risk. Implementing IP exposes 
these systems to the same vul-
nerabi l i t ies  as  business  sys-
t e m s  a t  t h e  n e t w o r k  l a y e r. 

The combination of these trends in-
crease an organization’s risks associ-

ated with the design and operation of 
their industrial automation and control 
systems. At the same time, cyber secu-
rity of industrial control systems has 
become a more significant and widely 
acknowledged concern. 

4 Is there a difference  
between Functional Safety 
and Cyber Security?
As mentioned earlier, Safety (and Func-
tional Safety) deals with random and 
unintentional events (accidents and 
failures). Statistics can be used and 
Mean Time Between Failures (MTBF) 
can be calculated. Additionally, Secu-
rity also deals with intentional acts, 
targeting a subject, statistics are not 
applicable as Mean Time Between At-
tack can not be calculated.

With the advant of computer based 
systems, networking and corporate 
wide data access, both Safety and 
Security issues can cause potentially 
dangerous events within a plant.  As 
a result, Cyber Security is covered in 
the recent edition of Functional Safety 
Standard IEC61508 (IEC) (Edition 2, 
Section 7.4 Hazard Analysis). The re-
vised standard requires that in the 
case where the hazard analysis identi-
fies that malevolent or unauthorized 
action, constituting a security threat, 
is reasonably foreseeable, a security 
threat analysis should be carried out. 
Section 7.5. (Overall Safety Require-
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ments) recommends undertaking a 
vulnerability analysis in order to spec-
ify security requirements.

It can be said that both Safety and Se-
curity imply the need for protection, 
however the chosen protection must 
address risks that are radically different 
in nature. However, there is an impor-
tant similarity; neither Safety nor Secu-
rity is a onetime event. As indicated in 
IEC61508 (IEC) and ISA 99 (ISA), a com-
mon mistake is to address safety and 
cyber security as a project with a start 
and end date. When this occurs, the 
safety and the security level will tend 
to decline over time. Particular to Cyber 
security, risks constantly change as 
new threats and vulnerabilities surface 
along with ever-changing technology 
implementations. 

It is no longer possible to be truly Safe 
without also being Secure.  However, 
the challenge is to not only address 
security issues, but to get the most 
from the ability to connect systems 
and share data.  There seems to be a 
fine line between security and produc-
tivity.

5 The Value of Certification

5.1 Value of Certification in 
Safety
Third party certification of compliance 
to national and international safety 

standards is very common in the Safety 
Automation Market and has become 
a common requirement across the in-
dustry. This certification is valuable to 
users because the third party agency 
conducts standardized tests that dem-
onstrate the systems’ ability to meet 
the criteria defined in a given standard 
and operates independently from ven-
dor and the users/buyer.

This independent test typically reduc-
es the scope of corporate or project 
specific test requirements from the 
buyer. However, certification can’t be 
assumed as proof that the system will 
never fail. Buyers/users should avoid 
feeling overconfident simply because 
they chose a product backed by the 
third party certification by a recognized 
entity.  A formal safety and security 
policy, implemented corporate wide, 
will help drive the safety culture neces-
sary to ensure a truly safe and secure 
operation.

As a matter of fact, IEC61511/ISA 84 
defines a safety lifecycle process and 
a Functional Safety Management Sys-
tem which identifies a series of tasks 
and processes required to ensure safe 
implementation and minimize faults 
that might impact the safety of the in-
stallation in the same way as a product 
fault.

5.2 Value of Certification in  
Security
Similarly, security certification by in-
dependent assessors is important, but 
should be the beginning of a journey 
rather than the end of it. While the 
certification programs include many 
types of assessments geared towards 
handling known as well as unknown 
threats, there is are new threats appear-
ing every day.  Certification is a good 
start, but constant vigilance is required 
to minimize risk.

As in the case of safety certification, 
this independent test and certifica-
tion typically reduces the scope of 
corporate or project specific test re-
quirements from the buyer. However, 
certification can’t be assumed to pro-
vide an absolute shield, buyers/users 
should avoid a “False Sense of Security” 
simply because they choose a prod-
uct backed by the third party certifi-
cation.  One of the major challenges 
with certification is knowing exactly 
what has been certified by each vendor 
(which is not always apparent in the 
high level certification documents).  

Similar to the case of Safety Certifica-
tion, ISA 99 (ISA) also introduces the 
concept of a Security Management Sys-
tem which defines a security lifecycle 
that will assist the users in establishing 
and maintaining the installation secu-
rity level over time.
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6 The Challenge of Legacy 
Safety Systems
Basic Process Control Systems (BPCS) 
and Safety (SIS) implementations were 
based on different technologies op-
erating independently, however the 
need to present the operator with criti-
cal information including information 
from the safety critical systems has 
always been present.

The authors would like to differentiate 
three cases and their respective risk 
profiles in order to discuss the pos-
itive and negative aspects of each: 

1. Independent Systems or  
“Absolute Air Gap”

2. Secured Open Network Interfaces

3. Integrated Control and Safety  
Systems

6.1 Independent Systems or  
“Absolute Air Gaps”
Early Programmable Electronic Sys-
tems (PES) were conceived as isolated 
units and not designed with cyber 
security in mind (Schweigert, 2012) but 
can actually be considered the exam-
ple of an ideal “air gap” (Byres, 2012). 
The reality is that users have connected 
(interfaced) safety systems to BPCS to 
satisfy the need for information; there-
fore this ideal case is rare.

Even when a network interface be-
tween the two systems is not available, 
the system can be exposed to cyber 
security threats. A clear example is 
the computer used to program the 
safety system can be affected by a vi-
rus or malware and affect the plant 
system. In summary, isolating a com-
puter from the system network as a 
security plan does not address recom-
mended security measurements like: 

•	Updating the operating system to 
mitigate recently discovered threats,

•	Updating antivirus definitions,

•	Establishing backup procedures that 
were not common in early systems 
or left to the user to define or adopt 
as part of their corporate security 
practices.  

In short perception is not always reality.

6.2 Secured Open Network  
Interfaces
Since both systems (BPCS and SIS) will 
be interfaced to provide the opera-
tor with critical information including 
information from the safety critical 
systems, the responsible action would 
be to:

1. Perform a full vulnerability assess-
ment/threat modeling and testing 
of the different subsystems of the 

interfaced architecture

2. Define the best security mecha-
nism for each of those subsystems 
to cover any identified gaps

3. Perform a full vulnerability  
assessment/threat modeling  
and testing of the entire  
interfaced architecture

Establishing a Security Management 
System of the interface architecture 
and supporting it over the system life-
cycle will represent a challenge. One 
possible way to address this in an open 
interface environment is to implement 
a Management of Change Program.

A management of change (MOC) pro-
gram (ISA), as defined for safety appli-
cations, reviews any future process or 
control and instrumentation changes 
with a wide variety of stakeholders to 
see if the proposed change will cause 
unforeseen and negative safety side 
effects.

A management of change security 
program is similar, except that prospec-
tive changes are reviewed for unfore-
seen and negative effects of process or 
control and instrumentation changes 
on the security of the system. When 
implementing a security management 
of change program, changes to control 
systems must be examined for their 

http://www.abb.com/
http://www.controleng.com/


Safety and Security eGuide

Sponsor overview

Security,  
compliance,  

change converge

Inroads for 
 integrated safety

Cyber security  
vulnerability  
assessment

Safety, security 
a profit center

White Paper–
The rocky  

relationship  
between safety  

and security

possible effects on safety, and vice 
versa. The security management of 
change program should be integrated 
into the Process Safety Management 
program at the site so that a holistic 
assessment is made of any changes to 
the Manufacturing and Control System. 

6.3 Integrated Control and Safety 
Systems
This paper will discuss the methods 
used to ensure that the integration 
between the safety system and the 
BPCS DO NOT compromise Functional 
Independence and will define best 
practices to secure an industrial system 
and in particular safety systems in this 
integrated environment.

The perception is that Integrated Sys-
tems cannot be secure. Comments 
such as too much integration might 
compromise the required Functional 
Independence or that sharing the net-
work exposes the SIS to cyber attacks 
are only scratching the surface of the 
problem.

The authors support the SD3+C se-
curity framework for security of In-
d u s t r i a l  A u t o m a t i o n  a n d  C o n -
trol Systems (IACS) or Integrated 
Control and Safety Systems (ICSS). 

From the vendor’s point of view, this 
security framework is based on four 
elements:

1. Secure by design: The architecture 
and code have been developed ac-
cording to processes that specifi-
cally address security, and conscious 
efforts have been made to analyze 
threats and to identify and remove 
vulnerabilities. The products include 
relevant features and mechanisms 
that help ensure secure operation.

2. Secure by default: After installation 
the system by default presents a 
minimal attack surface. This is ac-
complished by secure default con-
figuration settings and by automati-
cally disabling unused functions.

3. Secure in deployment: User docu-
mentation and training is sufficient 
so that the system can be installed, 
configured, and operated in a se-
cure way, with adequate features for 
detection of and defense against 
attacks, for disaster recovery, and for 
efficient and secure system manage-
ment.

4. Communication: Responsible com-
munication about important se-
curity related information to rele-
vant individuals and organizations. 

This paper will cover a few of the SD3+C 
elements, as not all IAC/ICSS will have 
the same functionality, to later empha-
size the User side of Secure by Deploy-
ment over the system lifecycle.

7 Standard Practices
The industry standard practice reflect-
ed in the international safety standards 
(i.e. IEC 61508) is the need for indepen-
dence between the multiple protection 
layers on an industrial site; “the EUC 
control system shall be independent 
from the E/E/PE safety-related systems 
and other risk reduction measures”.  
There are a number of standard practic-
es that can be used by the vendors and 
users to mitigate the risk of a security 
driven incident.

7.1 Secure by Design
Secure by Design focused mainly on 
the product development process.  
World class product organizations will 
already have this concept embedded 
into their processes and organization. 
The developers’ Quality Management 
System should address the security 
aspects in the product development 
process. In addition to general quality 
assurance methods, it should prescribe 
the usage of threat modeling, secure 
coding guidelines and security testing. 

7.1.1 Threat modeling
Threat modeling is a method for assess-
ing and documenting the security risks 
associated with a computer system 
or application. It helps development 
teams during specification, design, 
development, and maintenance of the 
system to identify security weaknesses 
and set priorities on fixing them, thus 
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ensuring the security objectives of the 
system throughout its life cycle.

Threat modeling in early stages of the 
development process provides the 
basis for security requirements and 
design principles for the system. When 
revising the threat model in later stages 
vulnerabilities may be found. Like other 
bugs, these are reported and tracked in 
the R&D organization’s defect tracking 
system with the goal to be corrected.

7.1.2  Secure Design and Coding
During development, all new functions 
are documented. Functional descrip-
tions are reviewed to ensure that the 
requirements are fulfilled. Design de-
scriptions are reviewed to ensure that 
the design implements the intended 
function. Test descriptions are reviewed 
to ensure that they include all relevant 
test cases for non-functional as well as 
functional aspects of the product. 

Developers use programming guide-
lines for improving the quality of pro-
gram code. This includes guidelines 
that focus on how to avoid mistakes 
that can cause security problems. These 
guidelines are based on commonly ac-
cepted recommendations such as the 
US CERT secure coding guidelines.

Program code is reviewed to ensure 
that it implements the intended de-
sign and that the coding guidelines 

are followed. Design and code reviews 
are based on checklists to ensure that 
important aspects including security 
are covered.

7.1.3  Quality assurance testing
All functions are tested to ensure that 
they work as expected during use un-
der both normal and abnormal condi-
tions. This includes for example testing 
of communication robustness and 
scanning for vulnerabilities. This test-
ing is done by the development teams.

7.1.4  Device Security Assurance Testing
In addition to the testing performed 
by the development teams, all new 
products and product versions should 
be tested by a Device Security Assur-
ance organization. This is a laboratory 
run by dedicated personnel, not part of 
the development teams, using several 
specialized tools (e.g. Achilles Satel-
lite Unit, Mu8000) for security testing. 
Some of the test principles are:

•	 Profiling to verify the attack surface 

•	 Scanning for known vulnerabilities 

•	 Denial of Service attacks 

•	 Robustness testing using protocol 
fuzzing, i.e., the test tool creates 
randomly malformed packets that 
break the rules of the protocol, to 
verify that such errors are handled 

in a robust and secure way. This is 
a way to test for unknown vulner-
abilities.

The test results should be presented to 
the product responsible group which 
takes care of any detected vulner-
abilities.

7.2 Secure by Default
Secure by Default is based primarily 
on the concept of Defense in Depth, 
which is a common term applied to 
describe the goal of a practical multi-
layered security implementation.  This 
provides guidelines for creating a 
minimal attack surface, a standard in-
stallation and securing the default and 
system settings.

7.2.1  Defense in Depth
The principle of Defense in Depth 
means creating multiple independent 
and redundant prevention and detec-
tion measures. The security measures 
should be layered, in multiple places, 
and diversified. This reduces the risk 
that the system is compromised if one 
security measure fails or is circumvent-
ed.  Defense in depth tactics can be 
found throughout the SD3 + C security 
framework.

Examples of Defense in Depth tactics 
include: 

•	Establishing defenses for the perimeter, 
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network, host, application 
and data 

•	Security policies and  
procedures 

•	Intrusion detection 

•	Firewalls and Malware protection 

•	User authentication and authorization 

•	Physical security 

•	These types of tactics will provide 
yet another “layer of protection” for 
a plant, complimenting the existing 
layers (See figure 2).

7.2.2 Default Settings
One simple way to further secure a 
Control System or SIS is to secure the 
default setting of the systems during 
installation and commissioning.  This 
includes:

•	Automate installation for a  
consistent and repeatable load  
(system installation) 

•	Disabling or not installing  
unnecessary services 

•	Enable and configure Windows fire-
wall setting for the installed services 

•	Secure the default settings for user 
privileges 

•	Limited embedded operating  
systems to only the needed features

7.2.3 Secure Architecture / Network 
Defenses
The system architecture is based on 

the well established secu-
rity principles such as De-
fense in Depth and Security 
Zones.

The principle of Security 
Zones means segment-
ing a system into different 
zones for different security 
levels. All resources in the 
same zone must have the 
same minimum security 
level, and access between 
zones shall only be allowed 
through secure conduits.
 
In client server architec-
tures, it can also be im-
portant to protect com-

munications with the IPSec protocol 
for authenticating and encrypting each 
packet of a communication session.  
This will help eliminate security issues 
arising from unauthorized devices 
communicating on the client server 
network.

7.2.4 Communication with Safety 
Systems
Communication with safety certified 
functions in the system complies with 
SIL 3 according to IEC 61508. The SIL3 
certified communication concepts are: 

•	Access Control using a physical key 
switch for controlling configuration 
changes

Figure 2:  Typical Layers of Protection

Figure 1: Defense inDepthFigure 1:  Defense in Depth
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•	TUV Certified SIL3 Peer-to-peer 
communications between safety 
controllers 

•	Safe Online Write from Operator 
workplace (not a standard feature 
on Interfaced Systems)

•	Network filter in Controllers and 
Communications modules blocks 
unsupported traffic 

These functions should be designed 
to handle unintentional communica-
tion problems or mistakes. They also 
provide basic protection against inten-
tional attacks. 

7.2.5 User Authentication and  
Access Control
User authentication and access control 
are more examples of the Defense 
in Depth security concept.  These 
features enable users to specify who 
can do what.  There are additional 
features that support SIS systems 
to ensure only authorized users can 

make safety related changes.  Best 
prac t ices  include implementing 
any or all of the following functions: 

•	User Authentication based on 
Windows active directory or work-
groups 

•	IAC/ICSS access control settings 
based on User, Role and Location.  
On some systems, these can be set 
on the Structure, Object and At-
tribute level providing even more 
granular control. 

•	Re-authentication or double au-
thentication on certain functions 

•	Log over function to ensure one 
person is responsible for the system 
(on shift change etc.) 

•	Audit trail of user actions for history 
and root cause analysis

•	Digital signatures 

These features can not only provide 
“gated” access to system functions, but 
can also capture information for audit 
trail as well as troubleshooting and in-
cident reporting.

7.3 Secure in Deployment
IAC/ICSS Vendors’ User Documentation 
should present recommended network 
architecture and reference designs for 
the user to select based on their needs, 
including the required system connec-
tivity (interface, integrate or combined) 
and their security policy.

7.3.1 Protection against Malware with 
Antivirus Solutions
The vendor should recommend the vi-
rus scanner to be used on the IAC/ICSS 
servers and workplaces, and provide 
technical descriptions describing how 
to configure the virus scanners to en-
sure that they do not interfere with the 
system’s operation.
The vendor should also validate virus 
definition files (i.e. for McAfee and/or 

Figure 3:  Redundancy with Separated Networks Figure 4:  Client Server Network w/ IPSec
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Symantec) to minimize the risk that 
false positives are detected in IAC/ICSS. 
Users should await this validation be-
fore installing new virus definition files. 

7.3.2 Disaster Recovery
IAC/ICSS should provide features to  
assist in the recovery of a system failure.

•	It should be possible to create total 
and/or selective application data 
backups and disk image backups dur-
ing normal operation of the IAC/ICSS.  

•	Restoring data from an application 
backup should be possible. 

•	Restoring data from a disc image back-
up should be used for restoring from a 
failure of a server or workstation.  

It should also be possible to perform 
backups for Network equipment, such 
as routers and switches, from a central 
location in the system.

Tools and procedures for Backup and 
Restore should be described in user 
documentation.

7.3.3 Patch Management
This section describes processes and 
tools for software updates on the IAC/
ICSS and related 3rd party software 
products.

In addition to the IAC/ICSS specific soft-

ware, all Microsoft and other 3rd party 
software security updates should be 
evaluated when they are released:

•	All relevant updates should be 
tested for compatibility with the 
IAC/ICSS 

•	Testing should be done when Micro-
soft releases Security updates. This 
normally means once per month, 
but out-of-band releases are  
normally also tested as soon as they 
are released. 

•	The testing should be done in a 
dedicated Security Test Lab, in 
different system configurations, 
covering all supported IAC system 
versions. 

•	Result should be published as an 
update for users with a software 
maintenance contract. 

•	3rd party software includes  
products such as Adobe Reader.

7.4 Developing a Security  
Program
Effectively integrating security into a 
Manufacturing and Control System 
environment requires defining and 
executing a comprehensive program 
that addresses all aspects of security, 
ranging from identifying objectives 
to day-to-day operation and ongoing 

auditing for compliance and improve-
ment.

Selection of activities and practices for 
a given system is the responsibility of 
the system’s owner and although fol-
lowing the recommended guidance in 
ISA 99 (ISA) will not necessarily ensure 
that optimized cyber security is at-
tained for IACSs, it will help to identify 
and address vulnerabilities.  A security 
policy will also help reduce the risk of 
undesired intrusions that could com-
promise or cause disruption or failure 
of control systems and the critical in-
frastructure assets they automate and 
control and may aid in reducing the risk 
of any human or environmental harm 
that may result after the cyber compro-
mise of an automated control system, 
or its associated industrial network.

Some basic steps for implementing a 
Security Management System are as 
follows:

•	Use the security standards as  
guidelines:  IEC27000, ISA / IEC 62443 
(ISA99)

•	Perform a security risk assessment 
(in addition to the standard safety 
system risk assessment)

•	Develop a security policy and  
define clear organizational  
responsibilities
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•	Select security counter- 
measures:

o Define who should use  
the system for what  
(including humans, 
 software and devices)

o Protect the system from  
problems or inappropriate 
access

o Detect problems and provide 
timely response to events

o Manage system resource  
availability (backup/restore, 
power, system hardening, 
component inventory and 
spares)

•	 Plan for incident response and  
disaster recovery 

•	 Audit security systems and  
procedures for compliance with  
the security policy 

8 Summary
Safety and Security deserve similar  
consideration as key drivers to manage 
and reduce adverse events, and avoid Im-
pact on Health, Safety and Environment 
while maintaining a process productive 
and in compliance with local and global 
regulations.

The concerns that a targeted cyber 
attack can disable or affect the safety 
instrumented systems performance and 
cause or create the opportunity for a 
major incident are real. Assuming that 
Integrated Control and Safety Systems 
cannot be secure or exposes the SIS to 
cyber attacks are only scratching the 
surface of the problem. Even when a net-
work interface between BPCS and SIS is 
not available, the system can be exposed 
to cyber security threats.

Similarly, safety and security certification 
by independent assessors is important, 
but should be the beginning of a jour-
ney rather than the end of it. While the 
security certification programs include 
many types of assessments geared 
towards handling known as well as un-
known threats, there are new threats 
appearing every day.  Certification is a 
good start, but constant vigilance is re-
quired to minimize risk.

Certification can’t be assumed to pro-
vide an absolute shield; buyers/users 
should avoid a “False Sense of Security” 

simply because they choose a product 
backed by the third party certification, 
more is required from them. ISA 99 (ISA) 
introduced the concept of a Security 
Management System, which, in a similar 
fashion to IEC61511/ISA84 Functional 
Safety Management System, defines a 
security lifecycle that assists the users in 
establishing and maintaining the instal-
lation security level over time.

The authors support the SD3+C security 
framework for security of Industrial Au-
tomation and Control Systems (IACS) or 
Integrated Control and Safety Systems 
(ICSS). From the vendor’s point of view, 
this security framework is based on four 
elements design, default, deployment 
and communications. Those four ele-
ments support users in the design and 
implementation of a sustainable solution 
over the lifecycle of the production asset.

Although Safety and Security focus on 
different problems, causes and conse-
quences, it is no longer possible to be 
truly Safe without also being Secure.  
However, the challenge is to not only 
address safety and security issues, but to 
get the most from the ability to connect 
systems and share information condu-
cive to effective and efficient decision 
making.  There seems to be a fine line be-
tween safety, security and productivity.

For more information visit  
www.abb.com/highintegritysafety
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